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Where is your organization with regard to implementing
HIPAA?
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Quality of Care and Patient Safety are top business drivers. This in turn has
resulted in technological advances in clinical information systems. These
clinical information systems provide more functionality and stronger
interfaces between the clinical side of the house and the administrative side
of the house. In addition to the increased functionality, there is increased
risk associated with the electronic storage of patient information.

Our methodology involves examining the drivers and processes within your
organization and using these to assess, design, and implement a solid and
secure information security program designed to meet all of the HIPAA
concepts. The program takes into account your organizations internal and
external drivers, your organizational culture, and legal and regulatory
requirements in order to establish the administrative, physical, and technical
safeguards that are realistic for your organization as well as being HIPAA
compliant.

We use a flexible phased approach that will tie together the initial HIPAA
assessment with the proposed solution. This allows for the level of detail
required to achieve success.

Our approach:

Focuses on a full solution development lifecycle and emphasizes the
operational aspects of security

Uses the ISO 17799/27001 standard as a foundation to achieve
compliance

Emphasizes regulatory transparency in the development of a
documentation and audit trail in order to demonstrate compliance with
regulatory requirements (HIPAA, SOX, etc)

RiskMAX™ is a holistic approach that approaches HIPAA security from an
operational perspective. In order to achieve this we focus on six key aspects
of the problem in order to establish a fully operational solution:

Policy and Procedures

Operational Alignment

Security Management Alignment

il N

System Development Life Cycle (SDLC)
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5. Education and Awareness

6. Assurance and Compliance

HIPAA Related Services

Our methodology and approach is executed through a four-phased solution
development approach that integrates the six functional threads identified

above:

Policy and
Procedures

|dentify Requiremeants for
Policies and Procedures

Operational
Alighment

Identify roles and
responsibility structure

s Identify Requirements for
Secu rlty core management
processas
Management (SDLC., Project
i Management, Information
Alignment st

Identify the technical control
requirements

Education |dentify Requirements for
& Education and Awareness

[=]
Awareness ki

Assurance

& Assurance and Compliance
Compliance

|dentify Requirements for

«  Current State HIPAA
Assessment

Deliverables * HiPAs Securty
- HIPAA Security
Roadmap

Develop Policy Framework

Design updated roles and
responsibility structure

Deslgn updated security
management process

Develop the concept of
operafions

Dvesign Education and
Awareness Program

Design solution and
compliance processes

Assurance Criteria

. Final Requirements
Document
- Design Document

«  Concept of Operations

Develog Draft Polices and
Proceduras

Develop and refine roles
and responsibilities
shructure

Pilat the security
management sclution

Develop new system
development lifecycle to
incorporate technical
control requiremenis

Pilot Education and
Awareness Program

Pilot Solution

Refine Criteria

+  Draft Policies and
Standards
Solution Prototype
Solution Pilot

Formally approve and
implement updated Policies
and Procedures.

Formally approve and
implement updated roles
and responsibilities
struciure

Formally approve and
implement the security
management solution

Formally approve and
implement the System
Development Life Cycle
Program

Formally approve and
implement Education and
Awareness Program

Formally approve and
implement Assurance and
Compliance processes.

«  Approved Policies and
Procedures
+  Approved Processes

Figure 2: Ascension's HIPAA Assessment and Implementation Methodology
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If you would like to find out more about how Ascension Risk Management
can help you with HIPAA compliance please contact us at:

Inquiry@AscensionRiskManagement.com

Or
678.701.5988

Ascension
Risk Management

Ascension refers Ascension Risk Management, a Limited Liability Company located in Gwinnett County, Georgia.
Ascension is a woman owned company providing information risk management services to small and medium sized
organizations within the public and private sectors. Ascension is dedicated to helping our clients “Create Opportunity
from Risk”™. For more information please visit our website: www.ascensionriskmanagement.com
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